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1.0 Introduction

Cloud computing has become the standard approach for deploying modern
applications, largely due to its ability to provide scalable, flexible, and on-demand
resources [1]. Instead of relying on fixed physical infrastructure, organisations can now
deploy services in environments that can be easily scaled and managed depending on
demand [1]. This has significantly changed how applications are designed, particularly
with the move towards distributed and cloud-based architectures [2].

A key concept behind cloud computing is virtualisation, which allows multiple systems
to run on the same physical hardware [3]. However, more recently, containerisation has
become more widely used as an alternative to traditional virtual machines [4], [5].
Containers allow applications to be packaged together with all required dependencies,
ensuring consistent behaviour across different environments. This makes them
particularly suitable for cloud-based deployments where portability and scalability are
important [5].

This report focuses on the use of Docker to implement a containerised application and
demonstrate key cloud engineering concepts in practice. As a part of this, a multi-
container web application was developed consisting of a Flask-based web server, an
NGINX reverse proxy for load balancing, a Redis instance for caching, and a PostgreSQL
database for persistent storage. This setup allows multiple aspects of containerisation
to be explored, including image creation, container networking, and the use of volumes
for data persistence.

In addition to the practical implementation, the report also examines core cloud
computing concepts such as load balancing, scalability, application gateways, and
explains how these are applied in real world cloud environments. The relationship
between scaling and load balancing is also discussed, particularly in the context of
distributed systems.

Finally, the report explores the main factors driving the growth of cloud computing,
including cost efficiency and flexibility [6], and compares container-based approaches
with serverless computing models such as AWS Lambda and Azure Functions. This
comparison highlights the trade-offs between control, scalability, and operational

complexity [2].




2.0 Foundations of Cloud Computing

To understand how modern cloud-based applications are designed and deployed, it is
necessary to examine the underlying technologies that support them. Cloud computing
is built upon mechanisms that enable efficient use of hardware resources while
maintaining flexibility and scalability [1]. This section outlines the concepts used in
virtualisation and containerisation.

2.1 Virtualisation

Virtualisation is a key technology used in cloud computing that allows multiple systems
torun on a single physical machine [3]. This is achieved through the use of a hypervisor,
which acts as an intermediary between the hardware and the operating system. The
hypervisor controls the allocation of resources such as processing power, memory, and
storage among multiple virtual machines [7], [8].

Each virtual machine runs its own full operating system, which means it behaves like a
separate computer [8]. This provides strong isolation between systems, which is
important in cloud environments where multiple users may share the same physical
hardware. Cloud providers such as Amazon Web Services and Microsoft Azure use this
approach to run large numbers of virtual machines efficiently [9].

However, virtual machines can be resource intensive to run as they each include a full
operating system [6]. This can make scaling slower, especially when compared to more
lightweight approaches. As a result, while virtualisation is still widely used at the
infrastructure level, other technologies such as containerisation are often used for
running applications more efficiently [5], [6].

2.2 Containerisation

Containerisation is a more lightweight approach compared to virtualisation [10]. Instead
of running a full operating system for each instance, containers share the host’s system
kernel while keeping applications isolated [11]. This reduces overhead and allows
containers to start much faster and usefewer resources [10]. Tools such as Docker make
it easier to create and manage containers. Applications can be packaged with all their
dependencies into an image, which can then be run consistently across different
environments [5], [10]. This helps avoid issues where an application works in one

environment but not in another.




In this project, containerisation is used to separate different parts of the system into
individual services. For example, the web application, reverse proxy, cache, and
database areallrunin separate containers. This makes the system moreflexible, as each
component can be updated or scaled independently. It also supports horizontal scaling,
where multiple instances of the same service can be run at the same time.

While containers are more efficient, they provide less isolation than virtual machines
because they share the same operating system [10], [12]. For this reason, both
approaches are often used together in cloud environments, with virtual machines

handling the infrastructure and containers handling the applications [11].




3.0 Implementation Using Docker

This section demonstrates how containerisation was applied in practice using Docker. A
multi-container application was developed to show how different services can be
separated, managed, and scaled independently. The implementation includes a web
application, reverse proxy, caching layer, and database, which together demonstrate key
concepts in containerisation such as image creation, networking, and data persistence.
3.1 System Overview

The architecture of the system is shown in Figure 1, which illustrates how user requests
are processed through multiple layers of the docker application. Incoming requests are
handled by NGINX, which acts as a reverse proxy and load balancer. Traffic is then
distributed across multiple instances of the Flask web application, allowing the system

to scale horizontally and handle increased demand more efficiently.

Scaled web application

Cached memory

Load balancer
Persistent storage

PostgreSQL

Figure 1: Container architecture showing load balancing and backend services.

Each Flask instance processes incoming requests and interacts with backend services
depending on the required operation. A Redis container is used as an in-memory cache
to store a visit counter, which is incremented on each request. This provides fast access
to frequently updated data without the need to query the database. On the other hand, a
PostgreSQL container is used for persistent storage, ensuring that user-submitted
messages are retained even if the containers are restarted or deleted. The system is
deployed as a set of independent containers managed through Docker Compose. Each
service, including the reverse proxy, application instances, cache, and database, all run

within its own container. This separation allows individual components to be scaled or




modified without affecting the rest of the system. However, as the number of services
increases, managing multiple containers canintroduce additional complexity compared
to traditional application setups.

The running containers can be seenin Figure 3, where multiple Flask instances are active
alongside the NGINX, Redis, and PostgreSQL containers. This demonstrates how the

system supports horizontal scaling, with several application containers operating

simultaneously behind a single load balancer.

Figure 2: Running containers showing multiple Flask instances and supporting services.

This architecture reflects a typical cloud-based design, where multiple applications are
split into smaller, independent services that can be deployed, scaled and managed
separately [13]. This improves flexibility and allows the system to handle varying levels of
demand more effectively.

3.2 Image Creation and Deployment

The application is packaged into a Docker image using a Dockerfile, which defines the
environment required to run the Flask application. The file defines a base Python image,
creates aworking directory, transfers the application files into the container, installs the
required dependencies, and specifies the command that launches the application. This
process ensures that the application runs consistently regardless of the host system [5].
The image is built automatically through Docker Compose, which instructs docker to
build the image from the current directory, allowing any changes to the application to be

included in during the build process. This approach removes the need to manually build




and manage images separately. Once the image is created, Docker Compose is used to
start all services defined in the configuration, including the application, reverse proxy,
cache, and database. This simplifies deployment by combining image creation and
container execution into one single step. The application code is copied into each Flask
container during the build process, ensuring that each instance runs the same version of
the application allowing scaling across multiple containers. As shown in Figure 3, the
image was successfully uploaded and became available through Docker Hub. Publishing
images in this way improves portability, as the applicationimage can be downloaded and
deployed on other systems without having to rebuild it locally. This reflects common
practices used in cloud environments, where container images are shared through
centralised registries to simplify the deployment stage and maintain consistency across

different environments.

Figure 3: Flask application image successfully tagged and pushed to Docker Hub.

In addition to building a custom image for the Flask application, pre-built images from
Docker Hub were used for supporting services such as PostgreSQL, Redis, and NGINX.
These images are maintained by the community or official contributors and provide a
reliable starting point without requiring manual setup [14]. By using these prebuilt
images directly in the Docker Compose configuration, the services can be deployed
quickly without the need to build them locally. This approach improves efficiency and
reflects common practices in cloud environment, where standardised and reusable
images are used to simplify deployment and ensure consistency across systems [9].
3.3 Data Persistence

By default, containers are ephemeral, meaning that any data they have stored inthem is

lost when the container is stopped or removed [15]. While this is acceptable or desired




for some services, itis not suitable for databases, where data must beretained over time.
To address this, Docker volumes are used to store data outside of the container lifecycle
[16].

In this project, a volume is used to persist data for the PostgreSQL database, as shown
in Figure 4, the database container is configured to store its data in a name volume,
which is mapped to the internal PostgreSQL data directory. This ensures that any data

written to the database is stored independently from the container itself.

Figure 4: PostgreSQL container configuration showing volume mapping for persistent storage.

This approach allows the database to retain information even if the container is restarted
or recreate. As a result, user-submitted messages stored by the application are not lost
even when the system is stopped and started again. This behaviour can be observed in

Figure 5, where previously submitted data remains visible within the application.

Figure 5: Application output showing persisted data stored in the PostgreSQL database.




In contrast to the PostgreSQL service, the Redis service used in this system acts as in-
memory cache and does not require persistent storage. The data stored in Redis is
temporary and is designed to improve performance rather than provide long-term
storage. This difference highlights the important of selecting the correct storage
mechanism depending on the use-case of the service and environment.

The PostgreSQL configuration was implemented with support from external
documentation, particularly when setting up environment variables, initialising the
database, and how to interact with it within python [17].

3.4 Container Networking

Docker provides in built networking that allows containers within the same application
to communicate with each other. When using Docker Compose, a default network is
created automatically, and each service is connected to it. This allows containers to
communicate using service names rather than IP addresses, simplifying configurations
and improving portability [11].

Inthis project, all services are connected through a shared Docker network, allowing the
application components to interact without requiring manual network setup. Instead of
using fixed IP addresses, containers can be referenced using their services names, for
example, the Flask application connects to Redis and PostgreSQL using the hostnames
“redis” and “db”. This demonstrates how Docker’s internal DNS system resolves names
to the correct container instances.

This approach makes the system more flexible, as container IP addresses may change
when services are restarted or scaled. By relying on services names instead, the
applicationremains stable even when multiple instances are running. This is particularly
important in a scaled environment, where several Flask containers may be created and
removed dynamically.

3.5 End-to-End Application Workflow

The overall behaviour of this system can be understood by examining how a request is
processed across all components. When a user accesses the web application, the
request is first received by NGINX, which acts as a reverse proxy. NGINX then forwards
the request to one of the available Flask application instances, allowing traffic to be

distributed across multiple containers rather than relying on a single service. Each Flask




instance processes the request and interacts with the backend services depending on
the required operation from the user. Arequestwill trigger an update to the Redis cache,
which is used to maintain a visit counter, and may involve storing or retrieving data from
the PostgreSQL database. This separation of responsibilities allows the system to handle
both fast, temporary data, and long-term persistent data efficiently.

To support increased demand, the application can be scaled horizontally by running
multiple instances of the Flask service. This is achieved using Docker Compose, which
allows additional containers to be created dynamically. As a result, multiple application
instances can run simultaneously behind the NGINX reverse proxy, enabling requests to
be distributed across them. This behaviour improves performance and demonstrates
how load balancing and scalability work together in practice.

The integration of these components allows the system to function as a single
application, despite being composed of multiple independent services. NGINX handles
request distribution, Flask processes the web application, Redis provides fast access to
frequently updated data, and PostgreSQL ensures data persistence. This reflects
common design patterns used in cloud-based systems, where applications are built as

modular and scalable services [9].




4.0 Cloud Computing Concepts in Practice

Cloud based systems rely on several key concepts to ensure that applications are
reliable, scalable, and able to handle varying levels of demand [18]. This section
examines load balancing, scalability, and application gateways, and how they are
implemented in real environments. Where relevant, these concepts will be linked back
to the application to demonstrate how they are applied in practice.

4.1 Load Balancing

Load balancing is used to distribute incoming network traffic across multiple instances
of an application [18]. This helps prevent any single instance from becoming overloaded
and improves both performance and reliability [6]. However, depending on the routing
strategy and system design, load balancing may introduce additional latency. By
spreading requests evenly, load balancing ensures that systems can continue to operate
even if one instance fails. Cloud providers implement load balancing using managed
services such as AWS Elastic Load Balancer and Azure Load Balancer [13]. These
services automatically distribute traffic across multiple servers and can detect when an
instance becomes unavailable, redirecting traffic to other instances. This improves
availability and reduces the risk of downtime.

In this project, a similar conceptis implemented using NGINX as a reverse proxy. NGINX
distributes incoming requests across multiple Flask containers, allowing the application
to handle increased traffic more efficiently. Although this is a simplified version, it
demonstrates the same core principle.

4.2 Scalability

Scalability refers to the ability of the system to handle increased demand by adding
additional resources [6], [9]. This can be achieved either vertically, by increasing the
capacity of a single machine, orhorizontally, by adding more instances of an application.
In cloud environments, horizontal scaling is more commonly used as it allows system to
grow based on demand [19]. Cloud providers support scalability through services such
as AWS Auto Scaling and Azure Virtual Machine Scale Sets [20]. These services
automatically adjust the number of running instances depending on current traffic

levels, ensuring that resources are used efficiently while maintaining performance.




Inthis project, horizontal scalability is demonstrated by running multiple instances of the
Flask application using Docker Compose. Additional containers can be created as
needed, allowing the system to handle more requests without modifying the underlying
application. This reflects how cloud-based systems are designed to scale dynamically.
Scalability is important because it allows applications to maintain performance under
varying levels of demand, while also avoiding unnecessary resource usage when demand
is low [20].

4.3 Application Gateways

Application gateways operate at the application layer and provide more advanced traffic
management compared to basic load balancers [21]. They can make routing decisions
based on factors such as URLs, headers, and request types [21], [22]. This allows traffic
to be directed more intelligently depending on the requirements of the application. Cloud
providers offer application gateway services such as AWS Application Load Balancer and
Azure Application Gateway [13]. These services can perform tasks such as SSL
termination, URL-based routing, and filtering of incoming requests, improving both
security and performance.

In this project, NGINX performs a similar role by acting as both a reverse proxy and basic
application gateway. While it does not implement all advanced features, it can route
traffic to the appropriate backend service and distributing requests across multiple
application instances.

4.4 Integration of Concepts

Load balancing and scalability are closely linked as they rely on each other to function
effectively in a cloud environment [13]. Scaling increases the number of available
application instances, while load balancing ensures that incoming traffic is distributed
evenly across those instances. Without load balancing, additional resources would not
be used efficiently, and without scaling, load balancing would be limited to a fixed
number of instances.

In practice, these concepts are combined with application gateways to create a
complete traffic management system. A typical cloud-based architecture routes
incoming requests through an application gateway, which applies routing rules and

security checks, before passing traffic to a load balancer [13]. The load balancer then




distributes requests across multiple instances of the application, which may scale
dynamically depending on demand.

This combined approach improves system reliability and performance. If one instance
fails, traffic can be redirected to others, and if demand increases additional instances
can be created to handle the load [13], [18]. This ensures that the system remains
responsive while making efficient use of resources.

The developed application reflects these principles on a smaller scale, with NGINX
acting as both areverse proxy and load balancer, and multiple Flask containers providing
scalability. This demonstrates how these concepts work together to support modern

cloud-based applications.

5.0 Evolution of Cloud Computing

Cloud computing has continued to evolve as organisations require more flexible and
efficient ways to deploy and manage applications [20]. Traditional infrastructure models
have been gradually replaced by cloud-based approaches that allow systems to scale
dynamically and be delivered as services over the internet [9]. This shift has been driven
by several key factors, including cost, flexibility, and the need for faster deployment [20].
More recently, new models such as serverless computing have emerged, offering
alternative ways to build and run applications without directly managing infrastructure.

5.1 Driving Focus

A key factor contributing to the growth of cloud computing is cost efficiency. Traditional
on-premises often involves substantial upfront spending on hardware alongside
continuous maintenance. Onthe other hand, cloud platforms typically use a pay-as-you-
go model, enabling organisations to pay only for the resources they consume [20]. This
reduces the initial costs and makes it easier to scale systems without large financial
commitments.

Another factor affecting the use of cloud computing is flexibility which allows
applications to be deployed and accessed from anywhere, making it easier to support
distributed systems and remote access [9]. Resources can be adjusted quickly
depending on demand, which is particularly useful for applications with varying

workloads. Scalability on cloud platforms allow systems to scale dynamically, adding or




removing resources as needed which also plays a key role [19]. This ensures that
applications can handle changes in demand without affecting performance. This
concept is reflected in the containerised application, where multiple instances of the
application can be created to handle increased load.

Finally, the speed of development has contributed to the growth of cloud computing, as
applications can be developed, tested, and deployed much faster using cloud services
compared to traditional infrastructure [23]. Tools such as Docker further support this by
allowing applications to be packaged and deployed consistently across different
environments [11].

5.2 Serverless Computing vs Containerisation

Serverless computing is a cloud-based model where applications are executed without
the need to manage servers directly [24]. Instead of running continuously, code is
executed in response to specific events, and resources are allocated automatically by
the cloud provider [25]. Services such as AWS Lambda and Azure Functions are
commonly used to implement this approach.

One of the main advantages of serverless computing is its ability to scale automatically
[25]. Resources are allocated only when needed, which can reduce the costs for
applications with unpredictable or low usage. In addition, there is less operational
overhead, as the cloud provider manages infrastructure, scaling, and maintenance [25].
However, serverless computing also has limitations. There is less control over the
execution environment compared to the container-based systems, and applications
may be subject to constraints such as execution time limits and cold start delays [10],
[26]. This can make serverless less suitable for long running or highly customised
applications.

Conversely, containerisation provides more control over the application environment.
Containers run continuously and can be configured to meet specific requirements,
making the more suitable for complex systems [10]. In this implemented application,
containerisation allows multiple services to be managed and scaled independently,
providing flexibility and consistency.

Both approaches are influenced by the same driving forces, such as cost efficiency and
scalability, but they address these challenges in different ways [20]. Serverless focus on

reducing management overhead and optimising cost for event-driven workloads, while




containerisation provides greater control and flexibility for more complex applications
[10], [25].

Overall, the choice between serverless and containerisation depends on the specific
requirements of the application, with many modern systems combining both

approaches to achieve the best balance between control, scalability, and cost [9].

6.0 Conclusion

This report has examined the principles of cloud computing and demonstrated how
containerisation can be used to build and deploy a scalable application. The use of
Docker allowed the application to be divided into multiple independent services,
including a web server, reverse proxy, caching layer, and database. This approach
improved flexibility and made it possible to manage and scale each component
separately. The practicalimplementation demonstrates howthese conceptsare applied
together within a working system. By combining load balancing and horizontal scaling,
the application can distribute traffic across multiple instances while maintaining
performance. The use of a reverse proxy, caching layer, and persistent database further
highlighted how different components can be integrated to create a reliable and efficient
service.

The comparison between containerisation and serverless computing shows that while
both approaches aim to improve scalability and reduce operational overhead, they are
suited to different types of applications. Containerisation provides greater control over
the environment and is better suited to systems that require multiple interacting
services, whereas serverless computing is more appropriate for smaller, event-driven
workloads.

Overall, the results of this project show that modern cloud applications are built by
combining multiple technologies rather than relying on a single approach. The ability to
scale, distributed, and manage services independently is a key advantage of cloud-
based systems, and containerisation plays an important role in supporting this.
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FINAL GRADE

/100

GENERAL COMMENTS

Engagement with Literature Skills

26 references, almost entirely Tier 1 (22 IEEE papers,
3 official vendor docs), citations integrated
throughout.

[1] incomplete (no year, publisher, URL). [10]
truncated first author. [21] and [24] missing access
dates. [23] a 2010 paper cited for a current-practice
claim.

13/15
Knowledge and Understanding Skills

Virtualisation, containerisation, load balancing,
scalability, gateways, and serverless are all covered
with named AWS/Azure services and limitations
noted.

Driving forces (5.1) lists factors without analysis.
Cloud provider comparisons stay descriptive and
lack critical awareness of trade-offs.

13/20
Cognitive and Intellectual Skills

Trade-offs and limitations are identified in places,
and Section 4.4 synthesises load balancing,
scalability, and gateways coherently.

Project design choices (Flask, NGINX, PostgreSQL,
Redis) are not justified. Driving forces are listed not
weighed. The conclusion summarises rather than
argues.

13/20
Practical Application Skills

docker ps (Figure 2) confirms six running containers
(nginx_gateway, redis_cache, postgres_db, three
Flask instances). DockerHub push evidenced in
Figure 3. Compose YAML (Figure 4) shows volume
mapping and docker-network. Application serving



requests with Redis counter and PostgreSQL
persistence confirmed in Figure 5.

Task 2 cloud concepts and Task 3 serverless are
theoretical only - Live demonstration presented on
Teams. Good clear presentation of the system.

35/40

Transferable Skills for Life and Professional
Practice

Title page carries the wrong title from a different
submission. ToC and numbered headings present.
All five figures captioned (Figure 1-5). No table of
figures (required at 4+). One cross-reference error:
running containers called "Figure 3" in body,
captioned "Figure 2".

DNS, SSL, and URL unexpanded on first use. No first-
person language. IEEE format consistent. Spelling
broadly good.

3/5
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